Financial Services & Graph Technology
How Top Firms Use Graph Databases

Fraud Detection & Anti-Money Laundering

A graph database like Neo4j unlocks the wealth of insights found by pattern matching on
connected people, companies, financial institutions, places and times in a financial network.
Financial services firms use graph technology to identify fraud in time to stop money laundering
in its tracks.

TOP 10 BANK
Atop 10 bank realized that almost
70% of credit card fraud was missed.

The bank analyzed a billion nodes

— and relationships using Neo4j graph
/ TOP 10 BANK queries and graph algorithms,
uncovering millions of dollars of fraud
in the first year.

Fraud Detection

Changing fraud tactics continue to
siphon away revenues - more than

$5 trillion per year globally.! ITAU UNIBANCO
Brazil's largest bank, Itad Unibanco,
Fraud rings - small and large - are 's among the many banks using Neo4]
! . . . for fraud detection and recovery.
on the rise. With multiple parties
involved in fraud, the associated BBA With Neodj, the bank supports
loss skyrockets. thousands of analysts with real-time

visibility into money flow across
customers.

CERVED

Cerved uses Neo4j to identify c

business owners across up to 15 Cerved

ownership links in less than a second. \ @

- Anti-Money

D&B built its beneficial ownership d Laundering

solution on Neo4j. },Jn Banks f N e h hev fai
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ill o detect money laundering. Jus
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responses, faster due diligence and anti-money laundering (AML) fines

profitable uptake of its service. totaled more than $8Bin 2019.2

Strict AML laws require identifying
MONEY TRANSFER the real owners of a business.
A leading money transfer firm quickly
performs AML investigations on —

thousands of transactions.
MONEY

Before Neo4j, an investigation took TRANSFER
10-15 days. Now they investigate tips
from law enforcement in real time.

Reliable, Secure IT

While the financial services sector is advanced in its use of technology, it is also a highly regulated
industry, demanding robust cybersecurity to ensure only authorized users have access to
sensitive financial data.

LENDING CLUB
. Lending Club uses Neo4j to gain
i LendingClub real-time views of its complex,
modern IT infrastructure.

Dependency

Management
Modern IT architecture has many moving
parts, from legacy systems, to data on \ xANGUSRD Neodit .
premise and in the cloud, to microservices. Vanguard anguara uses Neosj to promote
coding best practices and eliminate

‘ S technical debt.
Managing dependencies in

real time as a graph powers
critical operations.
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MITRE 0000
MITRE, a federally funded not-for-

profit company, protects processing C be rsecu rlt
MITRE / y

infrastructure for US banks.

Cyber threat intelligence data is high
MITRE uses Neo4j to create volume, unstructured and highly related.
a full picture of an organization's Leaders working on ways to advance
cybersecurity environment. cybersecurity view graph technology as
fundamentally game-changing.
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Identity & ACCESS ggg uses Neo4j to restrict user access
M an age me nt to assets, activities, decision-making

> % UBS tools in real time.

The bank has over 1M nodes and 6M
relationships, growing by 20% per year
with high performance.

The growth in remote work and
an explosion of connected devices
have turned Identity and Access
Management (IAM) into one of the
top concerns of IT organizations
around the globe.

Improved Enterprise Operations

With Neo4j, financial services firms model complex assets in a changing marketplace, connect
disparate systems and data sources and drive offers that increase customer engagement and
revenue streams.

GLOBAL 50 BANK o~ Informed Risk

A global 50 bank uses Neo4j to l\ Dec|5|0ns

analyze complex relationships ‘ /] <

between internal and external credit 12 Lending decisions are Comp|ex[ ]nvo|v]ng
risk variables. The bank has about GLOBAL 50 a constellation of risk factors that must
1 trillion data relationships in Neo4j. BANK

be considered when reviewing credit
applications. Profitability hinges
on extending credit to the right

borrowers.
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— REFINITIV
. News impacts portfolios, but what

I nte I I |gent REFINITIV I— items should analysts consider, given
Recommendations > X their client base? Refinitiv uses Neo4j

to rank news items based on the

Real-time recommendations financial analyst's client portfolio.

synthesize a wide range of data about
the customer and financial products
that meet their needs.
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FORTUNE 500 CREDIT CARD COMPANY

A Fortune 500 credit card company had M aSter Data

data silos, including merchants, customers, = Management
transactions and more. Using Neo4j, the FORTUNE 500 <+

firm built an MDM solution to connect CREDIT CARD Data is gathered from every source
all its data, including 1M merchants COMPANY and silo, creating a 360 degree view
and 100M accounts. of customers, updated as new data

sources become available.

Find out why 20 of the world's top 25
financial services firms use Neo4j
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